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Security Review Challenges Imagix4> @

= [ arge body of source code

= |ittle to no architecture information
— Unclear what is where, what is important

= Oryou get a delta
— “has our posture improved”

» You have a short time window
= What tools to use, how do they collaborate
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Two Main Problems
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Tools That Provide Value

= Static Analysis
= Reverse Engineering
» Code Coverage
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What Is Static Analysis?
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Quality Metric

Security Metric
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The Power of Abstract Interpretation Imagix4 @

= Analyzes paths through the source code
= Without the need for test cases

= With the goal of detecting undefined behavior
— Which is at the root of many security issues

'CODESonor
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Static Analysis Is Easy

* In: Source Code
= Qut: List of warnings
— Location __ sz
-Class/Category [{22 =i == S:&
Complexity e = == == =< =
— Path
— Relation to the rest of the program
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Location / Class / Severity

Class: Buffer Overrun

Category: Security

= | ocation: a.c line 67

Severity / Complexity: 76 (out of 100

Can be annotated
= Can be tracked across builds
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331 }
A3z if (fclose(wfp) != 0) {
£\ Event 8: wp is closed, where wfp is fopen( "book.dat”, "wtb”}pookecaz1 SeerclatedeventZ. A v hide
333 fprintf(stderr, "Could not write to $s: %s\n",
334 BOOKRUN, strerror(errno));
335 return BOOK_EIO;
336 }
337 printf("Created new book %#s!\n", BOOKRUN);
338 rfp = fopen(BOOKRUN, "rb");
339 o if (rfp == NULL) {
340 fprintf(stderr, "Could not open %s for reading: %s\n",
341 BOOKRUN, strerror(errno));
342 return BOOK_EIO;
343 }
344 digest_bits = MAX_DIGEST BITS;
345 /* We use read book() here enly to allocate memory */
A 346 [H if (read book(wfp) == BOOK_ENOMEM) {
.. read_book() i 5 ¢
a
4 268 static int read_book(FILE *f)
269 {
270 « if (book allocated) {
271 free(bookpos);
272 book_allocated = 0;
273
274 bookpos = calloc(DIGEST SIZE, sizeof(struct hashtype));
275 & if (bookpos == NULL) {
276 return BOOK_ENOMEM;
277 }
278 book_allocated = 1;
279 bookent = 0;
280 bookhashcollisions = 0;
A 281 while ( 1 == fread(sbuf, sizeof(buf), 1, £) ) {
Use After Free B
£ was closed at book.c:332 and is read from here inside fread ()
The issue can occur if the highlighted code executes.
See related events 8 and 15.
Show: All events | Only primary events
v
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Relation

< buf_to_book >

< fread

< BookQuery > >

< BookBuilderOpen [ /

< read_book >

(1N

< calloc
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In The Darkness Bind Them Imagix4> @

» Static Analysis provides one view
» People use multiple tools

= SARIF is here to collaborate
— Static Analysis Results Interchange Format

= Export to SARIF and bring in other tools
— For other views
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Tools That Provide Value

= Static Analysis
= Reverse Engineering
» Code Coverage
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Imagix 4D imagix# (8)

Program Understanding
Delta Analysis
Design Documenting
Quality Analysis
Program Quality Review

Source Code Analysis
Static Analysis Tool Imports
Test Tool Imports
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Program Understanding and Analysis
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= Provides set of display windows,
each optimized for rapid,
intuitive understanding of
specific type of information

= Uses visualization techniques
such as color and data filtering
to speed comprehension

= Incorporates querying

functionality to focus on areas of
interest and tracking across

informat
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ion domains

Architecture

Shows as-built
subsystem
partitioning,
layering and
interfaces.

Flow Chart
Displays
internal
program logic /
control flow of
complex
functions.

Visualization

UML Class
Displays set of
classes, and
their
relationships,
including
associations.

Data Flow
Presents info
about
statements
relating to the

current value of
avariable.

Querying & Analysis

{

Sequence

Reveals the
sequence and
conditionality of
function calls
and variable
usage.

Metrics

Exposes aspects
of the quantity,
quality, and
design of

software.

Manipulation of
graphs keeps
focus on key
software during
browsing and
examination.

Broad range
examining
dependencies
of Analyzer
focus symbol
(or symbols).

Editing of the
chitecture
iagrams

enables what-f

analysis of arch
changes.
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static analysis

coverage

profile data

user generated

source code

Exploration Engine

Enables querying, ranging from
simple browsing to complex
dependency queries, and
generates info windows.

Data Flow Engine

Analyzes variable dependencies
across function boundaries and
through parameter passing and
return statements.

I EAS

Entity / Relationship /
Attribute Database

Integrates and maintains data
about the symbols (files,
classes, functions, etc) and their
relationships to each other.

I ZF

C/C++/Java
Source Analysis

Semantic analysis with compiler-
specific language extensions.

Visualization
Architecture UML Class Sequence
hows as-built Displays set of gy Revealsthe
ubsystem classes, and sequence and
artitioning, their conditionality of
layering and relationships, function calls
interfaces. including and variable
associations. usage.
Flow Chart Data Flow Metrics
§y Displays Presents info Exposes aspects
internal about of the quantity,
program logic / statements quality, and
control flow of relating to the design of
complex current value of software.
functions. avariable.
Querying & Analysis

Manipulation of

graphs keeps
focus on key
software during

browsing and
examination.

Broad range
examining
dependencies
of Analyzer
focus symbol
(or symbols).

Editing of the
architecture
diagrams
enables what-if
analysis of arch
changes.
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Program Quality Review

= Considerable initiatives exist to improve software reliability using checklists
— CWE, MISRA, C-Cert, ISO xxx, HIS, PCI-DSS, ...
=  Some checks can be evaluated by high-end static analyzers
— Resultin lists of potential violations needing review
— Show violations that are otherwise mitigated or false positives
— Need careful analysis of potential fixes so nothing else breaks
=  Some checks require dynamic testing (e.g. code coverage)
=  Third category of checks can only be done interactively

= Inall these cases, software checklist compliance is very tedious and incomplete without
adequate tool support
— Reviewing software at source code level is needle in haystack
— Mining design-level information and code to guide review
— Recording of steps taken and artifacts to make review repeatable
— Comprehensive reporting of checklist review status and results
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Program Quality Review

and from results of test tools

Program Quality Review

Requirements Based

Industry
Imagix Delta Analysis

Guided
Checklist

Testing Results

Dynamic Analysis Tools
Imagix Quality Checks
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Program Quality Review

Program Quality Review

= Uses visualization to enable rapid understanding of

check findings Visualization
= Represents checks in navigable database with
structural design information ' P ——
» Produces metrics and automated checks to help in
[

checklist review

= Guides reviewers through checklists and records
each review step and results

= Reports on checklist review progress and results

Guided Checklist

Requirements Based

Testing Results
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Check

Variables Set in Multiple Tasks

200125¢
TSK-VSMT

Call Graph with Variables

Probe

[Variables Set in Multiple Tasks

] nextmem at chmemcors.C in _core_init line 74
] nextmem at saeggore.c in chCorsAllocI line 121

200125¢
TSK-VSMT
Step #3
nextmem at chmemcore.c in _core init line 74

TSK-VSMT : Step #3

=  Check results can be examined in
source and design context

@ GRAMMATECH 20 © GrammaTech, Inc. All rights reserved.

20



5/11/2021

Using Exploration Tools with Reviews Imagix4» @

Architecture

A &) T
cmd.c nit.c epde. teg

Call Graph

= Check results can be examined in
source and design context

= Check results metrics can be applied
to function, file, subsystem levels
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Program Quality Review

= Creates reviews for software projects from
standards and from results of test tools

= Uses visualization to enable rapid understanding et
of check findings Visualization

= Represents checks in navigable database with
structural design information |

Querying and Analysis

=  Produces metrics and automated checks to help
in checklist review I

= Guides reviewers through checklists and records Guided Checktist
each review step and results

= Reports on checklist review progress and results

= Reuses reviews for checking versions/variants of |
code
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Managing Static Analysis Results Imagix4> @

with Reviews in DevOps / Lifecycle

\‘ =

V

Static
Analyzer(s)

4
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Static

Analyzer(s)

J
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Managing Static Analysis Results Imagix4> @

with Reviews in DevOps / Lifecycle

Software II Software II
V2

& = 1 &

Static Static
Analyzer(s) / Analyzer(s)
| Compare, Migrate, Track Progress > .
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Reviews across Versions
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Deltas of Checks through Reviews

— Compare review for checks performed on new version with old version
— Carry over review artifacts and results into new version
— Structural delta analysis guarantees accurate matching

Import Review Results

Compare Reviews

Rparison Of Reviews,

kalmanz-200218-140727
LGTM. com
: 18 Feb 2020 (14:07)

kalman-200205-124037
LGTH. com
05 Feb 2020 (12:40)

19 Feb 2020 (16:12)

B .cpp line 386
Rvwz ukf.cpp line 73

@ GRAMMATECH

i guido 000
In Review (Step

Ealman2—200218-140727
1son-with-

eha
Rule: com.lgtm/cpp-queries:cpp/Comparison-with-wider-type

18 Feb 2020 (14:

and indd & kalman-200205-124037 20-02-0612:44  67kb
is

wider-type

o7)

Existing Reviews —————————————————————|

Name Last Change  Size

Import
All Rotings
from Review

Import
Missing Ratings
from Review
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Managing Static Analysis Results

with Reviews

Bring different static analyzer results together
Manage assessment of potential issues linked into the software

Ease of communication within the team

Management reports and audit trail for issues
Reuse of assessments of issues across versions

Tracking of progress across versions

@ GRAMMATECH
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Imagix 4D in Summary
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Transforms existing code from a resource drain
into a major asset

Uses visualization to enable rapid, intuitive
program understanding

Provides a broad range of views to enable
efficient, effective analysis

Automatically generates comprehensive design
documents

Produces metrics and automated checks to
spot problem areas in design and coding

Guides systematic review of quality standards
and test results
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Tools That Provide Value

= Static Analysis
= Reverse Engineering
» Code Coverage
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Code Coverage Imagix4» @

= Explains what code was tested
= Overlay this into the architecture model
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Coverage Visualization

\ofCiC+ Loa. | EFunction.. | [ csree | [B 4F1 Diegram Function Calls | e TR b o
File View Display Edit Select Traverse Filter Help le View Display Edit Select Traverse Group Filter ] ighli i
Sler BRSO eIBE wl BB RS OBK 68 =

=
4]

Architecture Control Flow Program Logic
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Take Aways

= Reviewing unknown code is hard

= Tools can help

= Static analysis helps find flaws

» Reverse engineering helps visualize
» Code Coverage shows test coverage
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Questions and Contact Details Imagix4 @

» Happy to answer any questions
— Live or via email

= John : johnb@imagix.com
= Walter : wcapitani@grammatech.com
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